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PETITION ON WAR-

RANTLESS GPS TRACKING 

GRANTED CERT 

 
  By Jeffrey Brown1 

 

 Last August, the D.C. Circuit became the first 

federal appellate court in the country to find that 

law enforcement must obtain a search warrant prior 

to the use of global positioning system (GPS) track-

ing on a suspect. United States v. Maynard, 615 

F.3d 544 (D.C. Cir. 2010). The United States Justice 

Department has since appealed the decision to the 

Supreme Court, and the Court has just granted cer-

tiorari (now titled United States v. Jones). 
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 In the Maynard case, defendant Antoine 

Jones’s conviction for the distribution and posses-

sion of cocaine was reversed. Law enforcement had 

used a GPS device to track Jones’s movements 24 

hours a day for a month without a warrant, and 

Jones argued for suppression of the evidence ob-

tained from the tracking. The D.C. Circuit held the 

GPS usage to be an unreasonable search under the 

Fourth Amendment. 

 In reaching its conclusion, the court found 

Knotts to be inapplicable. In Knotts, the Supreme 

Court found that “[a] person traveling in an automo-

bile on public thoroughfares has no reasonable ex-

pectation of privacy in his movements from one 

place to another.” United States v. Knotts, 460 U.S. 

276 (1983). The D.C. Circuit distinguished Knotts on 

the grounds that the Supreme Court specifically 

noted that the case may not apply if the surveillance 

is of the type to involve “twenty-four hour surveil-

lance.” Other circuits have found Knotts to be con-

trolling with respect to GPS devices, but unlike those 

cases, defendant Jones specifically argued that 

Knotts is not controlling due to the prolonged sur-

veillance. 

 The appellate court also held that Jones’s 

actions were not exposed to the public, finding that 

“because the likelihood a stranger would observe all 

[of Jones’s actions over a month] is not just remote, 

it is essentially nil. It is one thing for a passerby to 

observe or even to follow someone during a single 

journey…. It is another thing entirely for that 

stranger to [be] dogging his prey until he has identi-

fied all the places, people, amusements, and chores 

that make up that person’s hitherto private routine.” 

 The Justice Department argues that the D.C. 

Circuit’s holding is incorrect based on Knotts and 

the Court’s subsequent decision in United States v. 

Karo. 468 U.S. 705 (1984). In Karo, agents were 

allowed to use a tracking device without a warrant 

for five months as opposed to only a few days in 

Knotts and a month with Jones.  

 Certainly many will be anxiously awaiting any 

Supreme Court action. In its cert petition, the Justice 

Department noted that removing law enforcement’s 

ability to use warrantless tracking “will seriously im-

pede the government’s ability to investigate leads 

and tips on drug trafficking, terrorism, and other 

crimes.” It also argues, correctly, that the D.C. Cir-

cuit provided no guidance as to what amount of 

time is a de minimis intrusion and therefore re-

quires no warrant. Having no bright line rule on this 

boundary is certain to create great confusion in the 

courts, but perhaps a reasonableness standard is 

appropriate. 

 Three other circuits have addressed the is-

sue. The Seventh Circuit was the first to hold that 

use of GPS tracking technology was not a search 

under the Fourth Amendment in United States v. 

Garcia. 474 F.3d 994 (7th Cir. 2007). While Judge 

Richard Posner suggested that forcing every Ameri-

can to install a GPS device which tells law enforce-

ment their location could be unconstitutional, the 

opinion noted that police are not forbidden from be-

ing more efficient because of modern technology. In 

Pineda-Moreno, the Ninth Circuit also upheld the 

use of warrantless GPS use. United States v. Pineda-

Moreno, 591 F.3d 1212 (9th Cir. 2010). Quoting 

Knotts, the court held, “We have never equated po-

lice efficiency with unconstitutionality and decline to 

do so now.” Finally, the Eighth Circuit also found 

GPS tracking to be a non-Fourth Amendment event 

in United States v. Marquez. 605 F.3d 604 (2010). 

 Law enforcement has used GPS and tracking 

technology for many years. With vehicle tracking, a 

device is physically placed on the vehicle itself dur-

ing the tracking period. Police may either use pas-

sive or active tracking devices. A passive system 

stores location data internally until it is retrieved at 

a later time. Active devices, however, transmit the 

data wirelessly in real-time, often using cell phone 

networks. The devices may also be able to store in-

formation such as speed, ignition on/off, and the 

opening and shutting of doors. Most operate with a 

battery and are able to retain their charge for six 

months or longer. 

 At the state level, courts and legislatures 
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have not been as friendly to GPS tracking. Many 

states have passed legislation that requires law en-

forcement to obtain a search warrant prior to using 

a GPS device. The Massachusetts Supreme Judicial 

Court became the first state high court to require a 

warrant for GPS tracking. In Com. v. Connolly, the 

court ruled that the device amounted to a seizure 

under state law, though that device required an 

hour to install and was powered by the vehicle itself, 

rather than a battery. 913 N.E.2d 356 (Mass. 

2009). The Massachusetts court did not address the 

Fourth Amendment or whether the act amounted to 

a search under state law. In People v. Weaver, the 

New York high court struck down the use of war-

rantless use of tracking devices, finding it to be a 

“massive invasion of privacy” and noting that some 

trips are of a private nature. People v. Weaver, 909 

N.E.2d 1195 (N.Y. 2009). Wisconsin, however, held 

that there was no search or seizure in State v. 

Sveum. 787 N.W.2d 317 (Wis. 2010).  

  
1Jeffrey Brown is a summer intern at NAAG’s Cybercrime 

Project.  He is a law student at the University of Mississippi 

School of Law, and will be entering his third year in the fall.  

Jeffrey also contributed to the Case Law and Legislation sec-

tions of this e-newsletter.      

 

 

 

ATTORNEYS GENERAL  

FIGHTING CYBERCRIME 
 

ARKANSAS 

 Attorney General Dustin McDaniel recently 

announced his office's launch of a new Cyber 

Crimes Unit, aimed at targeting child pornographers 

and sexual predators on the Internet. The state-of-

the-art facility will be used to examine electronic evi-

dence seized in the state. Attorney General McDan-

iel was joined by prosecutors and representatives of 

state and federal law enforcement agencies for the 

announcement. 

 

HAWAII 

 Attorney General David Louie’s department 

was among those involved in the investigation of an 

elementary school worker now charged with elec-

tronic enticement of a child. Douglas John Lopez is 

the first person in Hawaii to be accused of the crime 

using a cell phone.  

 

ILLINOIS 

 Attorney General Lisa Madigan's office re-

cently educated senior citizens about the dangers 

that exist online and how best to avoid them. The 

training is part of Madigan's Silver Beat initiative, a 

consumer education program aimed at helping sen-

iors protect themselves from deceptive practices. 

 Attorney General Madigan also announced 

the arrests of two men for child pornography crimes. 

Erich Wilfinger was charged with possession and 

Aggravated Child Pornography after a search warrant 

was executed on his residence. Brandon Charles 

Seymour was charged with 10 counts of Aggravated 

Distribution of Child Pornography and 10 counts of 

Aggravated Possession of Child Pornography. More 

than 1,000 video files containing alleged child por-

nography were found on Seymour's equipment. The 

arrests were a part of the Operation Glass House 

initiative. 

 

KENTUCKY 

 Attorney General Jack Conway recently an-

nounced the indictment of Anthony Edwards who is 

accused of sending an email containing seven im-

ages of child pornography to 32 email addresses 

including the political action committees of Sarah 

Palin and Mike Huckabee, U.S. Representatives John 

Boehner and Ron Paul, U.S. Senator Mitch McCon-

nell and Haley Barbour, the governor of Mississippi. 

 

LOUISIANA 

 Attorney General Buddy Caldwell is urging 

Louisiana parents and children to be cautious as 

children are out of school for the summer and have 
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ample amounts of time to be online. His office has 

published a list of tips for ensuring the safety of chil-

dren online as well as red flags that might tell par-

ents something is wrong.  

 

MAINE 

 Attorney General William J. Schneider an-

nounced the sentencing of David J. Oakes after he 

pled guilty for one count of possession of child por-

nography. Oakes had previously been convicted of 

knowingly receiving child pornography. In 2007, dur-

ing his supervised release, Oakes threw several 

pieces of computer equipment out of the window of 

his truck. Those items were discovered almost two 

years later. Among them was an external hard drive 

containing 202 videos and 15,290 images of child 

pornography. Oakes was charged after the drive was 

connected to him. 

 

MASSACHUSETTS 

 Attorney General Martha Coakley's office re-

cently hosted a cyber crime training for more than 

130 law enforcement officers across Massachu-

setts. The training emphasized mobile technologies. 

 

MISSISSIPPI 

 Attorney General Jim Hood announced four 

child pornography-related incidents during the 

month of May. Samuel Paul Fletcher was sentenced 

to 15 years with 10 suspended for one charge of 

possession. Alfred R. Smith will spend 10 years in 

prison (20 suspended) after thousands of images 

and videos of child pornography were found on his 

computer. John Mayton and John A. Brown were 

each charged with one count of possession.  

 

NEBRASKA 

 Attorney General Jon Bruning announced 

that Frank Hardy was sentenced to 75 to 95 years in 

prison for sexual assault and manufacturing child 

pornography. Hardy was found to have sexually as-

saulted two minor female victims and photographed 

the incidents. 

 

NEW MEXICO 

 Attorney General Gary King's ICAC Unit ar-

rested Larry Franco on child pornography posses-

sion charges. Agents discovered the images while 

searching Franco's home and electronic equipment. 

The joint effort included the Farmington Police De-

partment, FBI, U.S. Attorney's Office, and the New 

Mexico AG's Office. 

 The ICAC Task Force also arrested Jason Tor-

res for child pornography possession, manufactur-

ing, and distribution. Special Agent Lois Kinch dis-

covered the activity in March, leading to Torres's 

arrest. Torres faces up to 99 years in prison. 

 

SOUTH CAROLINA 

 Attorney General Alan Wilson announced 

several arrests for child pornography charges. Mi-

chael Edward Godkin was arrested for one count of 

sexual exploitation of a minor after various images 

of minors engaged in sexual activity were found on 

his laptop. Jeremy Bennett Williams was charged 

with one count of sexual exploitation of a minor af-

ter he disseminated images of child pornography via 

a peer-to-peer network. Joshua Heyward Hughes 

Rumph was also arrested for sexual exploitation of a 

minor. 

 

TEXAS 

 Attorney General Greg Abbott's Cyber Crimes 

Unit arrested Brett Byron Rhome, an Austin Commu-

nity College instructor for using the Internet to sexu-

ally solicit minors. Rhome is charged with two felony 

counts of online solicitation of a minor and one fel-

ony count of sexual assault on a child. Rhome initi-

ated a sexually explicit chat with an investigator 

from the Cyber Crimes Unit whom he believed was a 

14-year-old girl. 
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VIRGINIA 

 Attorney General Ken Cuccinelli announced 

the sentencing of John Paul Doolittle after he pled 

guilty to four counts of distribution of child pornogra-

phy and was sentenced to seven years in prison. 

Doolittle, a pharmacist, was involved in the trading 

of child pornography over peer-to-peer networks. 

 

WISCONSIN 

 Attorney General J.B. Van Hollen announced 

several arrests related to child pornography 

charges. Revis Engle was charged with seven counts 

of possession after it was learned that he had used 

his email account as a repository for child pornogra-

phy charges. Patrick James was charged with six 

counts after it was learned that the IP address at his 

home had downloaded child pornography. Douglas 

Casey was charged with three counts of possession 

after a review of his computer and thumb drive re-

sulted in the discovery of images and video of child 

pornography. Attila Stephens was charged with ten 

counts of possession after a search of his com-

puters and other electronic storage. Also, Thomas 

Valley was charged with twenty counts of possession 

after a search of his property. 

 

   

IN THE COURTS         

FOURTH AMENDMENT:  BORDER 

SEARCH 

U.S. v. Cotterman, 2011 U.S. App. LEXIS 6483 

((9th Cir. March 30, 2011).  The Ninth Circuit Court 

of Appeals reversed the lower court, finding that 

suppression of the child pornography found on de-

fendant’s laptop was not warranted.  Border agents 

received an alert to be on the lookout for Howard 

Cotterman on issues concerning child pornography.  

As Cotterman and his wife were driving from Mexico 

to Arizona, they were detained by the agents who 

seized two laptops and three digital cameras.  Many 

of Cotterman’s files were password protected, so 

the laptops and cameras were taken to a forensic 

computer laboratory 170 miles away which discov-

ered child pornography on the laptop.  Cotterman 

was indicted for production, transportation  and 

shipping, receipt and possession of child pornogra-

phy; importation and transportation of obscene ma-

terial; and unlawful flight to avoid prosecution.  He 

moved to suppress the evidence taken from his lap-

top as violating his Fourth Amendment rights, and 

the U.S. District Court for the District of Arizona 

granted the motion.  The government appealed.  The 

Ninth Circuit found that suppression was not war-

ranted because the border search doctrine was ap-

plicable, and therefore the government did not need 

to make a showing of heightened suspicion to trans-

port the laptops and cameras to another site for in-

spection.  The court also found that the govern-

ment’s conduct was not so egregious as to render 

the search unreasonable since the laptops and cam-

eras were sufficiently complex to permit their reloca-

tion.  The case was reversed and remanded.          

 

FOURTH AMENDMENT:  PROBABLE 

CAUSE DETERMINATION  

U.S. v. Miknevich, 2011 U.S. App. LEXIS 3824 

(3rd Cir. March 1, 2011).  The Third Circuit Court of 

Appeals found that suppression was not warranted 

because the affidavit contained sufficient informa-

tion to find probable cause.  An officer saw a file 

name that he knew was child pornography, and the 

subscriber information he found was that of Stephen 

Miknevich.  A trooper obtained a warrant and seized 

Miknevich’s computer where child pornography was 

found.  Miknevich was charged with possession of 

child pornography.  He moved to suppress the evi-

dence found on his computer as violating his Fourth 

Amendment rights, which was denied by the U.S. 

District Court for the Middle District of Pennsylvania.  

He subsequently entered a conditional plea of guilty 

and received a 151-month sentence, then appealed.  

Miknevich argued that the warrant was defective 
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because the state magistrate premised his probable 

cause determination on the file name and its related 

electronic identification SHA1 value, not on his or 

the investigating officer’s viewing of the file’s con-

tents.  The Third Circuit found that while the   affida-

vit that did not provide any factual details regarding 

the substance of the images, it still contained suffi-

cient information for a finding of probable cause be-

cause 1) the unmistakable inference from the file 

name was that its contents included material per-

taining to the sexual exploitation of children, and 2) 

the affidavit stated that an officer knew the file to be 

child pornography from its SHA1 value.  The court 

affirmed the conviction and judgment. 

 

CFAA:  AUTHORIZED ACCESS 

U.S. v. Nosal, 2011 U.S. App. LEXIS 8660 (9th 

Cir. April 28, 2011).  The Ninth Circuit Court of Ap-

peals reversed, holding that the Computer Fraud 

and Abuse Act’s (CFAA’s) “exceeds authorized ac-

cess” provision applies where an employer has put 

limitations on the employee’s “permission to use” 

the computer and the employee has exceeded those 

limitations.  David Nosal, a former executive at 

Korn/Ferry International, an executive search firm, 

allegedly engaged three Korn/Ferry employees to 

help him start a rival company. The employees had 

signed agreements that expressly restricted the use 

and disclosure of Korn/Ferry’s proprietary informa-

tion to legitimate business and warned employees 

that access to the computer system in violation of 

the agreement could lead to criminal prosecution.  

The U.S. alleged that the employees obtained trade 

secrets and other proprietary information by access-

ing the company’s computer system.  Nosal moved 

to dismiss the CFAA claims, arguing that the employ-

ees could not have “exceeded authorized access” 

because they had permission to access the com-

puter under certain circumstances.  The U.S. District 

Court for the Northern District of California con-

cluded that LVRC Holdings LLC v. Brekka, 581 F.3d 

1127 (9th Cir. 2009) compelled dismissal of the 

CFAA claims.  The U.S. appealed, and the Ninth Cir-

cuit found that the CFAA’s language supported its 

interpretation that an employee exceeds “authorized 

access” when he or she violates the employer’s ac-

cess restrictions, including use restrictions.  It re-

versed and remanded with instructions to reinstate 

the dismissed counts.   

 

POSSESSION OF CHILD PORNOGRA-

PHY:  “KNOWINGLY RECEIVING” 

United States v. Winkler, 2011 U.S. App. LEXIS 

8445 (April 25, 2011).  The Fifth Circuit upheld a 

conviction for “knowingly receiving” child pornogra-

phy even though the videos in question were only 

located in the defendant’s temporary storage. David 

Winkler was convicted of four counts of receipt and 

possession of child pornography. He appealed, argu-

ing that his conviction could not stand because the 

evidence only showed that the videos were viewed 

on his computer, and he was unaware the files 

would be placed in his cache. The court disagreed, 

finding that although there is a fear that a computer 

user may become “ensnared in a child pornography 

case unwittingly,” that was unlikely from the facts of 

the case. The government had presented evidence 

that Winkler repeatedly paid for a members-only 

child pornography website and that the files in ques-

tion were downloaded from a website in which users 

were required to enter a username and password. 

The jury was also presented evidence that Winkler 

kept other images of child pornography on his com-

puter and had compiled a list of websites containing 

child pornography. Therefore, the Fifth Circuit con-

cluded that a rational jury was capable of finding 

that Winkler knowingly received the files. The judg-

ment on the count was affirmed. 
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SEARCH INCIDENT TO ARREST:  

CELLULAR PHONES 

Smallwood v. State, 2011 Fla. App. LEXIS 6050, 

36 Fla. L. Weekly D 911 (April 29, 2011). A Florida 

Court of Appeals certified a question to the Florida 

Supreme Court, asking whether an officer may 

search pictures on a cellular phone incident to ar-

rest when there is no reasonable basis for believing 

the device may contain evidence of the crime of ar-

rest. The court acknowledged that the Supreme 

Court’s decision in Robinson allows a search inci-

dent to arrest of containers, but noted that contain-

ers such as a cellular phone might warrant different 

rules. 414 U.S. 218 (1973). In its analysis, the court 

thoroughly evaluated the conflicting case law on this 

issue from across the country. Citing a multitude of 

cases, the court first reasoned that whether the cell 

phone constituted a container was irrelevant be-

cause search incident to arrest allows a search of 

“anything found on the arrestee.” Further, while 

precedent recognizes that the crime of arrest is rele-

vant in determining the permissibility of the search, 

a belief that the object to be searched will contain 

evidence of that crime is not a requirement. The 

court goes on to note that items containing similar 

information to a cell phone such as a wallet or day 

planner are certainly searchable under search inci-

dent to arrest. However, the court expressed great 

concern with “giving officers unbridled discretion to 

rummage through at will the entire contents of one's 

cell phone,” especially where there is no reasonable 

basis for believing evidence of the crime will be 

found in the phone. While the court wished it could 

create such a rule requiring heightened protection 

for cell phones, it instead certified this question to 

the Florida Supreme Court. 

 

 

 

 

AUTHENTICATION OF EVIDENCE: 

MYSPACE PROFILE 

Griffin v. State, 2011 Md. LEXIS 226 (April 28, 

2011).  The Maryland Court of Appeals reversed a 

conviction related to a shooting death because of 

improperly authenticated evidence from a MySpace 

profile. Antoine Griffin was convicted of second de-

gree murder, first degree assault, and use of a hand-

gun in the commission of a felony or crime of vio-

lence. Griffin appealed, arguing that printouts from 

his girlfriend’s MySpace profile were not properly 

authenticated. At trial, the prosecution did not ques-

tion Griffin’s girlfriend about the posting, but instead 

sought to authenticate through testimony of the lead 

investigator in the case. The intermediate appellate 

court had determined authentication based on the 

fact that the profile contained a picture of the girl-

friend and her birth date. In the Court of Appeals’ 

analysis, they recognized that it is possible for some-

one to create a fictitious profile or to gain access to 

another’s account, but the intermediate court did 

not consider this prospect. As a result, printouts 

from social networking websites like MySpace re-

quire heightened scrutiny in order to be authenti-

cated. The court suggested that a printout may be 

authenticated by (1) testimony of the creator, (2) a 

search of the creator’s computer for relevant inter-

net history, or (3) testimony from a representative of 

the website company that links the creator of the 

account to the relevant data. Therefore, the Mary-

land Court of Appeals reversed the conviction and 

remanded the case for a new trial. 

 

AUTHENTICATION: E-MAIL EVIDENCE 

Commonwealth v. Purdy, 945 N.E.2d 372 (April 

15, 2011).  The Massachusetts Supreme Judicial 

Court affirmed convictions related to prostitution 

after determining that e-mails admitted into evi-

dence were properly authenticated. Duncan Purdy 

was charged with deriving support from the earnings 

of a prostitute and maintaining a house of prostitu-
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tion. On appeal, he argued that ten e-mails found by 

law enforcement on his computer were improperly 

authenticated as evidence. The court noted that the 

requirement of authentication is satisfied by evi-

dence sufficient to support a finding that the matter 

in question is what its proponent claims. In the case, 

the prosecution presented no evidence that defen-

dant authored the e-mails or that anyone saw him 

type them or discussed the e-mails with him. Still, 

the court held that the e-mails were properly authen-

ticated because they originated from the defen-

dant’s account and were found on his password -

protected computer. Also, there was additional evi-

dence that further showed authorship – one e-mail 

contained an attached photo of the defendant and 

in another, the defendant described himself in a 

unique manner. The court held that the defendant’s 

uncorroborated testimony that others used his com-

puter regularly and that he did not author the e-

mails was relevant to the weight, not the admissibil-

ity, of the e-mails. Therefore, the Massachusetts Su-

preme Judicial Court affirmed decision of the trial 

and appellate courts. 

 

JOURNALIST PROTECTIONS: MESSAGE 

BOARD POSTERS 

Too Much Media, LLC v. Hale, 2011 N.J. LEXIS 

629 (June 7, 2011).  The New Jersey Supreme Court 

affirmed a judgment of a lower appellate court that 

denied the New Jersey Shield Law protection for 

journalists to message board posters. Shellee Hale 

was accused of defamation after posting multiple 

entries on a message board concerning a security 

breach of Too Much Media’s database for porno-

graphic website subscribers. Hale described herself 

as a journalist and therefore argued that she was 

protected by the Shield Law and was not required to 

release her sources. After a hearing in which the 

trial court determined she was not protected by the 

law, Hale filed an interlocutory appeal. The supreme 

court held that message boards are not the type of 

news media outlets protected by the Shield Law. 

The court created three factors that should be ad-

dressed in deciding whether the Shield Law applies: 

(1) connection to news media, (2) purpose to gather 

or disseminate news, and (3) a showing that the ma-

terials sought were obtained in the course of profes-

sional newsgathering activities. Therefore, the New 

Jersey Supreme Court affirmed the appellate court’s 

decision. 

 

VIOLATION OF PROBATION: INSTANT 

MESSAGING CONTACT 

People v. Gooch, 2011 Cal. App. Unpub. LEXIS 

2891 (April 19, 2011).  The California Court of Ap-

peal reversed a conviction for violation of a no-

contact order because there was insufficient evi-

dence. Defendant Russell Lee Gooch, who was serv-

ing ten years probation in which he was not allowed 

to have contact with his stalking victim, was ac-

cused of sending an instant message to the victim. 

Gooch presented that he had closed the e-mail ac-

count two years prior to the victim receiving the con-

tact. Though the prosecution attempted to argue 

that the instant message account does not require 

the e-mail account to still exist, there was not 

enough evidence to show that the defendant sent it. 

Further, Gooch testified that he did not have Inter-

net access at the time because he was participating 

in a residential treatment program. Therefore, the 

Court of Appeal reversed the trial court’s decision. 

 

FAIR AND ACCURATE CREDIT  

TRANSACTIONS ACT: EMAILED RE-

CEIPTS 

Simonoff v. Expedia, 2011 U.S. App. LEXIS 

10374 (May 24, 2011).  The Ninth Circuit Court of 

Appeals upheld a decision that the definition of 

“electronically printed” in the Fair and Accurate 

Credit Transactions Act (FACTA) does not include 
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receipts sent to a customer’s e-mail account. 

Dimitriy Siminoff purchased travel arrangements 

through Expedia’s website. After the transaction, 

Expedia e-mailed Siminoff a receipt that contained 

his credit card’s expiration date. Simonoff argued 

that the inclusion of the expiration date violates 

FACTA. However, the court ruled that FACTA does 

not apply to receipts that are sent to a customer’s 

email account and then displayed on the screen. 

Therefore, the Ninth Circuit affirmed the district 

court’s decision. 

 

LEGISLATIVE NEWS  
 

Child Pornography 

 On May 25, Rep. Lamar Smith (R-TX) intro-

duced HR 1981, a bill that seeks to make the distri-

bution and purchase of child pornography a federal 

offense. The legislation would require Internet Ser-

vice Providers to retain subscriber information for 

eighteen months.  It also provides for certain protec-

tions for child witnesses. The bill has been referred 

to the House Committee on the Judiciary. 

 

Federal Cybersecurity 

 On June 2, Rep. Michael McCaul (R-TX) intro-

duced HR 2096, a bill that would help better secure 

federal computer networks and allow the govern-

ment, universities, and private sector to more easily 

collaborate on security issues. The bill has been re-

ferred to the House Committee on Science, Space, 

and Technology. 

 

Sexting and Cyberbullying 

 NEW YORK. On May 3, S 5253 was intro-

duced, a bill that seeks to create an education re-

form program for juveniles charged with creating or 

distributing nude photographs through a computer 

or cellular phone. The bill has been referred to the 

Senate Finance Committee. 

 NEW YORK. On June 1, A 8131 was intro-

duced, a bill which would create a two year juvenile 

education program for persons under the age of 16 

who have engaged in cyberbullying or sexting, keep-

ing them out of juvenile delinquency or criminal pro-

ceedings. The bill has been referred to the Assembly 

Committee on Governmental Operations. 

 

Online Tracking, Privacy, & Security 

 CALIFORNIA. On June 2, the California 

Senate killed SB 242, a bill that would require social 

networking websites to have an express agreement 

with users before sharing their personal information, 

ensure that users were able to choose their privacy 

settings during the registration process, and provide 

parents with the ability to have their children’s infor-

mation removed from the site within 96 hours. 

 

 On May 4, Rep. Bobby Rush (D-IL) introduced 

HR 1707, a bill which would require companies to 

develop security policies and procedures that pro-

tect personal information and require a nationwide 

notice in the event of a security breach. The bill has 

been referred to the House Committee on Energy 

and Commerce. 

 

 On May 9, Sen. Jay Rockefeller (D-WV) intro-

duced S 913, a bill that seeks to prevent companies 

from collecting information from users that do not 

explicitly agree to being tracked. The Federal Trade 

Commission would be responsible for regulating 

websites and allows for civil penalties up to $15 mil-

lion. The bill has been referred to the Senate Com-

mittee on Commerce, Science, and Transportation. 

 

On May 11, Rep. Cliff Stearns (R-FL) intro-

duced HR 1841, a bill that would require companies 

to establish and implement policies and procedures 

regarding information security practices, as well as 

to provide nationwide notice in the event of a secu-

rity breach. The bill has been referred to the House 

Committee on Energy and Commerce. 
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 On May 13, Rep. Edward Markey (D-MA) in-

troduced HR 1895, a bill which seeks to amend the 

Children’s Online Privacy Protection Act of 1998 

(COPPA). The act would require online companies to 

better explain what they do with personal informa-

tion and provide for parents to consent to the collec-

tion of their children’s information. It also seeks to 

prevent advertisers from using a child’s personal 

information for marketing purposes. Further, compa-

nies would be required to add a feature that allows 

a parent or child to delete all publicly available infor-

mation on their account. The bill has been referred 

to the House Committee on Energy and Commerce. 

 

 On May 17, Sen. Patrick Leahy (D-VT) intro-

duced S 1011, a bill which seeks to amend the Elec-

tronic Communications Privacy Act. The bill would 

enhance privacy protections for electronic communi-

cations, requiring a search warrant based on prob-

able cause. It creates new protections for informa-

tion collected on the Internet and on mobile phones. 

The bill also allows service providers to voluntarily 

disclose information which would help address a 

cyber attack. The bill has been referred to the Sen-

ate Committee on the Judiciary. 

 

On June 7, Sen. Patrick Leahy (D-VT) intro-

duced S 1151, a bill that would require data brokers 

to disclose their records to individuals and provide 

procedures for correcting that information. The bill 

has been referred to the Senate Committee on the 

Judiciary. 

 

Internet Purchase Taxation 

 TEXAS. On May 31, Texas Governor Rick 

Perry vetoed HB 2403, a bill that would require 

Internet-based retailers with physical buildings to 

pay sales tax. 

 

 CALIFORNIA. On May 31, the California 

Assembly passed AB 155, a bill which would require 

online retailers with affiliates in the state to collect 

sales tax. The bill has been referred to the Senate 

Committee on Governance and Finance. 

 

 On May 12, Sen. Ron Wyden (D-OR) intro-

duced S 971, a bill that would identify which state 

has the right to tax digital transactions, protecting 

consumers from duplicative taxation. The bill has 

been referred to the Senate Committee on Finance. 

 

Online Intellectual Property Protection 

On May 12, Sen. Patrick Leahy (D-VT) intro-

duced S 968, a bill that seeks to allow the attorney 

general to bring an action against one engaging in 

copyright infringement or promoting counterfeit 

goods.  The bill has been placed on the Senate Leg-

islative Calendar under General Orders. 

 

Wireless Public Safety Broadband  

Network 

On May 19, Sen. Joe Lieberman (ID-CT) intro-

duced S 1040, a bill which would increase the spec-

trum available to public safety agencies and facili-

tate the development of a wireless public safety 

broadband network. The bill has been referred to 

the Senate Committee on Commerce, Science, and 

Transportation. 

 

Location Privacy 

 On June 14, Rep. Jason Chaffetz (R-UT) intro-

duced HR 2168, a bill that seeks to regulate how 

and when the government, business, and the public 

can access GPS information. The bill has been re-

ferred to the House Committee on the Judiciary and 

the House Committee on Intelligence. 

 

 On June 16, Sen. Al Franken (D-MN) intro-

duced S 1223, a bill which would require companies 

that may obtain location data to get a customer’s 

express consent before collecting or sharing that 

information. It also provides for training programs 

and studies, as well as criminalizing “stalking apps” 
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and aggregation and sale of location data of chil-

dren ten years old and younger. The bill has been 

referred to the Senate Committee on the Judiciary. 

 

CYBER NEWS BRIEFS 

 

SURVEY:  7.5 MILLION UNDERAGE 

KIDS ON FACEBOOK 

 An estimated 7.5 million of the 20 million 

minors on Facebook are younger than 13 years of 

age, in violation of the site’s terms of service, ac-

cording to a survey released by Consumer Reports.  

In addition, an estimated five million children in that 

group are 10 years of age and younger.  Minors can 

bypass Facebook’s terms of service by falsifying 

their birth date when they register, although Face-

book has procedures to detect underage users, in-

cluding reports from other users, and will perma-

nently delete detected accounts.  Consumer Reports 

found that although a good way for parents to moni-

tor their children’s Facebook activities is to “friend” 

them on the site, only 18 percent of parents of chil-

dren 10 years of age and younger do so.  However, 

62 percent of parents of children aged 13 and 14 

do so.  The survey also showed that 21 percent of 

Facebook users with children have posted their chil-

dren’s names and photos on the site, and 15 per-

cent have posted their current location and travel 

plans.  Another 34 percent have shared their date of 

birth.  Despite these postings, the survey found that 

one in five users has not used the site’s privacy con-

trols.  The results are from Consumer Reports na-

tional State of the Net survey, which covered 2,089 

online households.             

 

REPORT: INTERNET FREEDOM IN  

JEOPARDY WORLDWIDE 

 Only eight out of 37 countries studied could 

be considered “Free” as to Internet freedom, ac-

cording to a report released by watchdog group Free-

dom House.  The report, “Freedom on the Net 2011: 

A Global Assessment of Internet and Digital Media,” 

found that 11 of the 37 countries should be consid-

ered as “Not Free,” with the remainder considered 

as “Partly Free.”  Estonia had the greatest degree of 

Internet freedom, followed by the U.S.  Iran had the 

lowest score, dropping 13 points since the study 

was done in 2009 due to stronger steps taken by 

Iranian authorities to infringe upon Internet freedom 

since the 2009 elections there.  The study also 

found that in 22 of the 37 countries, users have 

been jailed for their online postings, and it is becom-

ing easier for governments to identify these users 

due to programs that track specific keyword search-

ers.  The study also found that social networking 

sites such as Facebook, YouTube and Flickr were 

among the top websites blocked by these govern-

ments.  The report may be accessed at http://

w w w . f r e e d o m h o u s e . o r g / i m a g e s / F i l e / F o t N /

FOTN2011_Handout.pdf. 

       

NJ COURTHOUSE COMPILING  

SECURITY DATABASE 

 The U.S. Marshal’s Office for the District of 

New Jersey initiated a pilot program to compile infor-

mation about individuals entering the U.S. District 

Courthouse in Trenton into an electronic database in 

order to enhance court security.  If an incident oc-

curs, marshals will be able to quickly learn the iden-

tity of people who entered as well as additional in-

formation about them.  Lawyers with attorney identi-

fication cards are already in the system, and so they 

can bypass the additional checkpoint and proceed 

to the metal detectors, as can jurors with valid jury 

summonses.  All other visitors must bring a form of 

government-issued photo identification, preferably a 

digital driver’s license which can be machine -

scanned.  Once a visitor is in the system, return vis-

its should be smoother.  The Trenton courthouse 

was selected first because it has only one visitor en-

http://www.freedomhouse.org/images/File/FotN/FOTN2011_Handout.pdf
http://www.freedomhouse.org/images/File/FotN/FOTN2011_Handout.pdf
http://www.freedomhouse.org/images/File/FotN/FOTN2011_Handout.pdf
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trance and is situated centrally, but the program will 

expand later to the U.S. District Courthouses in New-

ark and Camden.         

 

REPORT: WEB ATTACKS UP 93%  

 The daily volume of web-based attacks in-

creased by 93 percent from 2009 to 2010, accord-

ing to a report by systems security provider Syman-

tec.  According to the report, attack toolkits ac-

counted for two-thirds of all web-based threats dur-

ing that period.  The number of attacks that took 

advantage of file-sharing protocols to spread in-

creased by 47 percent, while remote attacks exploit-

ing vulnerabilities rose by 24 percent.  The report 

noted that the vulnerability of plug-ins was a big is-

sue in 2010.  The Phoenix toolkit was the most 

widely used, accounting for 39 percent of the at-

tacks.  Attacks against social networking sites also 

increased, but most attacks used relatively simple 

techniques.  The report also noted that web-based 

attacks are affecting business profits due to the cost 

of data breaches.  For example, the report found 

that hacking results in an average of 262,767 iden-

tities exposed per data breach incident.  A copy of 

the report may be accessed at http://

www.symantec.com/business/threatreport/index.jsp  

(registration is required).         

 

FREE FEDERAL OPINIONS COMING 

SOON 

 The U.S. Government Printing Office and the 

federal judiciary launched a pilot program to make 

federal court opinions available for free on the Fed-

eral Digital System (FDsys), the Printing Office’s cen-

tralized online database of government documents.  

Users will not need a login to search for opinions, as 

they now do to access the free opinions on PACER.  

The opinions will also be linked to other opinions 

and relevant data from the FDsys collection, which 

includes presidential budgets, legislation and fed-

eral agency information.  There will be 12 federal 

courts participating in the pilot phase:  the Second 

and Eighth Courts of Appeals; the U.S. District 

Courts for the Northern District of Alabama and the 

Districts of Minnesota, Rhode Island, Maryland, 

Idaho and Kansas; and the U.S. Bankruptcy Courts 

for the District of Maine, Southern District of Florida 

and Southern District of New York.  The project ex-

pects to phase in 42 more courts after the pilot 

phase.       

 

STUDY: SCHOOLS NOT PREPARING 

KIDS FOR DIGITAL WORLD  

 K-12 schools are ill-prepared to teach stu-

dents basic online safety, security and ethics, ac-

cording to a study released by the National Cyber 

Security Alliance (NCSA) and sponsored by Micro-

soft.  The 2011 “State of K12 Cyberethics, Cyber-

safety and Cybersecurity Curriculum in the U.S.” sur-

vey found that only 55 percent of teachers strongly 

agree that these subjects should be taught as part 

of the school curriculum, compared with 82 percent 

of administrators and 81 percent of IT specialists 

who strongly support their inclusion.  The survey 

also found that 51 percent of teachers and 81 per-

cent of both administrators and IT specialists think 

their school districts do an adequate job of prepar-

ing students on these issues.  The study can be ac-

cessed on the NCSA website at http://

www.staysafeonline.org. 

 

 

SURVEY:  CLOUD USERS LIGHT ON  

SECURITY 

 Nearly 80 percent of cloud computing provid-

ers believe their users do not evaluate data security 

when selecting a vendor, according to a survey by 

the Ponemon Institute.  Each group believes the 

other has responsibility for security, as 69 percent 

of cloud providers think cloud users are primarily 

http://www.symantec.com/business/threatreport/index.jsp
http://www.symantec.com/business/threatreport/index.jsp
http://www.staysafeonline.org
http://www.staysafeonline.org
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responsible, and only 16 percent think it is a shared 

responsibility.  On the other hand, 32 percent of us-

ers think it is the primary responsibility of the pro-

viders; 33 percent believe it is a shared responsibil-

ity; and only 35 percent of users believe they are 

primarily responsible.  A main reason why cloud pro-

viders make minimal effort to boost security is that 

they don’t believe it will win customers.  Instead 

they focus on practices that will attract customers, 

such as low-cost solutions and improved customer 

service.   

 

STRICT RULES LISTED FOR FEDERAL 

COURTS CAMERA PILOT   

 The three-year pilot program on camera cov-

erage of federal district courts, which will begin  on 

July 17 at 14 district courts, will be governed by a 

strict set of rules promulgated by the Judicial Con-

ference.  No live broadcasts will be allowed under 

those rules, but the video will be posted at a later 

date on the federal courts’ central website as well 

as the local court’s site at the court’s discretion.  

According to the rules, it will be up to the judge as to 

which cases may be recorded, a decision that will 

not be subject to appellate review.  However, the 

judge must inform court participants that the pro-

ceeding will be recorded and can impose additional 

restrictions on that recording.  Cameras must be 

under complete control of the court, although cam-

eras owned by the court or a contractor may be 

used.  Photos of jurors, jury voir dire and sidebar 

conferences will not be allowed.  In addition, the 

presiding judge will have the ability to switch off cov-

erage at any time to protect the rights of parties and 

witnesses, the dignity of the court or for any other 

reason deemed necessary and appropriate.      

 

 

 

NEW PUBLICATIONS 

 

Missing and Exploited Children Re-

source Directory 

“Federal Resources on Missing and Exploited 

Children:  A Directory for Law Enforcement and 

Other Public and Private Agencies, Sixth Edition” de-

scribes the federal services, programs, publications 

and training opportunities that address child sexual 

exploitation issues, child pornography, child abduc-

tion, Internet crimes against children and missing 

children cases.  It can be accessed at http://

www.ncjrs.gov/pdffiles1/ojjdp/231619.pdf. 

 

 

Missing Children Guide in Spanish  

A Spanish translation of “When Your Child is 

Missing:  A Family Survival Guide,” fourth edition, 

provides information for parents on what they 

should do when a child is missing.  It can be ac-

cessed at http://www.ncjrs.gov/pdff i les1/

ojjdp/228735.pdf. 

   

 

 

  

http://www.ncjrs.gov/pdffiles1/ojjdp/231619.pdf
http://www.ncjrs.gov/pdffiles1/ojjdp/231619.pdf
http://www.ncjrs.gov/pdffiles1/ojjdp/228735.pdf
http://www.ncjrs.gov/pdffiles1/ojjdp/228735.pdf

